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Assistant to the Governor
for Commonwealth Preparedness

July 1, 2007
Greetings,

| am very pleased to provide to you the 2008 Commonwealth of Virginia Strategic Plan for
Statewide Communications Interoperability (Statewide Plan). Through the support of the Kaine
Administration in Virginia 2007, Virginia made remarkable progress towards the improvement of
statewide communications interoperability. This fourth version of the Statewide Plan shows the
Commonwealth’s continued commitment to the public safety practitioner community and marks
the next step towards achieving the 2015 Vision of a system of systems on a local, regional, state
and federal level.

The State Interoperability Executive Committee (SIEC) and my office, the Office of
Commonwealth Preparedness’ (OCP) Commonwealth Interoperability Coordinator's Office
(CICO), collaborated to refine and enhance the Statewide Plan in compliance with Virginia Code
Section 9.1-1200 that requires the update and implementation of the Plan annually. As a result,
this Statewide Plan reflects new and ongoing initiatives throughout the Commonwealth of Virginia
that will affect interoperability in the coming years.

In 2007, the SIEC and additional local, regional, and state stakeholders ably represented the
public safety community, drove the planning process, and played an integral role in the
implementation of the initiatives contained in the Statewide Plan. In 2008, we hope to continue
our work with organizations statewide to implement the strategic initiatives fully and effectively to
increase awareness, and address challenges across disciplines, localities, and state agencies.

As we move towards the July 1, 2015, deadline for state agencies and localities to achieve
consistency with the Statewide Plan we must remain dedicated and continue to improve our
ability to communicate between disciplines and across jurisdictional boundaries. With help from
all practitioners statewide, we will achieve our 2015 Vision and continue to be a model for
statewide interoperability.

Sincerely,
Chris Essid
Commonwealth Interoperability Coordinator
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SAFECOM Criteria Compliance Matrix

The SAFECOM Criteria Compliance Matrix (Figure 1) maps each criterion to the section
of the Strategic Plan that addresses the requirements set in the SAFECOM Statewide
Planning Criteria Evaluation Checkilist.

Figure 1: SAFECOM Criteria Compliance Matrix

Criteria # Description Section #

1. Background and Preliminary Steps 1&2

1.1 Overview and Background of the State and its Regions 2

1.2 Participating Agencies and Organizations for Plan|2&4.1
Development

1.3 Points of Contact 2

1.4 Current Communications and Interoperability Environment 2&4

15 Problem Definition and Possible Solutions Against the | 2,4 & 11
Interoperability Continuum

1.6 Tactical Interoperable Communications Plans (TICPs) 4.3

1.7 Scope and Timeframe of the Plan 2

2. Strategy 5-11

2.1 Vision, Goals and Objectives 5-6

2.2 Coordination with Neighboring States 4.1

2.3 Address Data Communications Throughout

2.4 Plan for Catastrophic Loss of Communications 4.2

2.5 National Incident Management System (NIMS) Compliance 43,6

2.6 Collaboration with Public and Private Transportation 4.3

2.7 Process for Periodic Review and Upgrade of the Plan 3

3. Methodology 3

3.1 Process for Regional Practitioner Input 3

3.2 Process for Local Practitioner Input 3

3.3 TICPs Incorporation 4.3

3.4 Strategy for Implementation (On-going Basis) 3

4. Governance 4.1

4.1 Executive or Legislative Authority of Governing Body 4.1, Appendix B

4.2 Governance Structure Overview 4.1

4.3 Governance Charter 4.1, Appendix C

4.4 Governance Members 4.1

4.5 Meeting Schedule 4.1

4.6 Multi-jurisdictional/Multi-disciplinary Agreements 4.1

5. Technology 4.2

5.1 Statewide Capabilities Assessment Overview 4

5.2 Plans for Continuing Support of Legacy Systems, Interfacing | 4.2, 8
Disparate Systems, and Migration to Newer Technologies

5.2.1 | Migration Plan 42,8
5.2.2 | Plan Compliance for New Purchases 4.2
6. Standard Operating Procedures (SOPs) 4.3
6.1 Current Interoperability Standard Operating Procedures 4.3
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6.2 SOP Development Process 4.3
6.3 Participation in SOP Development and Implementation 4.3
6.4 NIMS Compliance 4.3
7. Training and Exercises 4.4
7.1 Statewide Training and Exercise Program Overview 4.4
7.2 Training Program Notification and Certifications 4.4
7.3 Cross-Disciplinary Training 4.4
8. Usage 4.5
8.1 Day-to-Day Usage of Interoperability Equipment 4.5
9. Funding 11
9.1 Committed Sources of Funding and the Process for Further | 11
Identification of Funding
9.2 Comprehensive Funding Strategy 11
10. Implementation 8
10.1 2008 Action Plan 8
10.2 Performance Measures 9-10
10.3 Outreach to Policy Makers 4.5
10.4 Process for Continuing Practitioner Input 3&4.1
10.5 Process for Plan Update 3
10.6 Points of Contact 2
10.7 Critical Success Factors 9
11. PSIC Requirements 7
111 Describe how public safety agencies will plan and coordinate, | 7
acquire, deploy and train on interoperable communications
equipment, software and systems that:
1) utilize reallocated public safety - the public safety
spectrum in the 700 MHz frequency band;
2) enable interoperability with communication systems that
can utilize reallocated public safety spectrum for radio
communications; or
3) otherwise improve or advance the interoperability of
public safety communications system that utilize other
public safety spectrum bands
11.2 Describe how a strategic technology reserve (STR) will be 7
established and implemented to pre-position or secure
interoperable communications in advance for immediate
deployment in an emergency or major disaster.
11.3 Describe how local and tribal government entities' 7
interoperable communications needs have been included in
the planning process and how their needs are being
addressed.
11.4 Describe how authorized non-governmental organizations' N/A

interoperable communications needs have been included in
the planning process and how their needs are being
addressed (if applicable).
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1. Introduction

Virginia's public safety community has recognized the importance of interoperability
since before the establishment of the State Interdepartmental Radios System (SIRS) in
1978. SIRS was developed under the basic goal that law enforcement agencies need to
communicate across the state, not just within their individual jurisdictions, and provided
the equipment and frequency needed to establish connections between localities and
the Virginia State Police. By today’s standards the SIRS system provides only basic
functionality, but the goal remains the same; first responders must be able to
communicate with each other over divergent radio systems when needed.

Since that time the Virginia public safety community has continued to acquire equipment
to create enhanced voice and data communications. In 2004, Virginia State Police
(VSP) entered an agreement with Motorola to update its antiquated radio system
(established in 1977). This VSP system was further developed into the Statewide
Agencies Radio System (STARS), which will provide communications for a total of 21
state agencies throughout Virginia and interface with localities. It is important to note
that while STARS will provide communications for 21 state agencies, it will not serve all
needs. There are countless other voice and data communications systems and projects
in the localities, regions and even other state agencies that must be coordinated.

No one system is robust enough nor are there enough frequencies to have all
responders on one system. The lack of voice and data communications interoperability
continues to represent a significant challenge for public safety responders in Virginia.
After decades of experience with this issue, it is clear that public safety communications
and interoperability cannot be solved by any one entity. It requires a partnership among
local, state and federal public safety organizations, and private industry.

To address this requirement, the First Responder Sub-Panel, which was chaired by
Senator Stolle of Governor Warner's Secure Commonwealth Panel (SCP) in 2004,
identified radio communications interoperability as a critical post-9/11 priority for
Virginia's first responders. In response to this directive the SCP formed the
Interoperability Working Group, which was composed of first responder participants from
fire, rescue, and law enforcement agencies throughout the Commonwealth, to plan for
improved communications interoperability statewide.  Planning encompassed all
interoperability efforts from the large STARS project, to the smallest local system. The
participants in the process recognized that interoperability must be coordinated
effectively for improved communications.

The first steps towards improved coordination for communications interoperability were
the establishment of a full-time Commonwealth Interoperability Coordinator, and the
development of a strategic plan. The Commonwealth of Virginia and SAFECOM?, a
federal program managed by the Department of Homeland Security (DHS), entered into
a Memorandum of Understanding (MOU) in 2004 to develop the FY 2005 Strategic Plan

! SAFECOM, a communications program of the Department of Homeland Security’s Office for
Interoperability and Compatibility, works with its Federal partners to provide research, development,
testing and evaluation, guidance, tools, and templates on communications-related issues to local, tribal,
state, and Federal public safety agencies.
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for Statewide Interoperable Communications (Statewide Plan). Through this partnership,
the Commonwealth adopted the SAFECOM practitioner driven approach to provide a
forum for responders to drive statewide planning. The National Institute of Justice (NIJ)
also came to Virginia’s aid by providing resources and equipment.? Figure 2 shows the
initial planning process used to develop the FY 2005 Statewide Plan, which included the
development and facilitation of six regional focus groups comprised of local elected
officials, first responders and emergency support functions to identify practitioner needs
and assess the current status of interoperability.
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Figure 2: Initial Strategic Planning Process

A major part of this effort was the establishment of the practitioner-based governance
structure consisting of the Office of Commonwealth Preparedness’ Commonwealth
Interoperability Coordinator's Office (CICO), the State Interoperability Executive
Committee (SIEC) and Initiative Action Teams. The CICO provides overall oversight
and coordination of interoperability activities in the Commonwealth. The SIEC is the
primary steering group for the effort and provides a broad base of public safety
practitioner community representation.

Since 2004, three plans (FY 2005, FY 2006, and FY 2007) have been developed,
implemented, and updated to increase the availability of interoperable communications

2 This project was supported through a MOU between the Commonwealth of Virginia and the Department
of Homeland Security’s SAFECOM program and an U.S. Department of Justice grant (2003-1J-CX-K027)
from the National Institute of Justice.
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information, further establish governance, create standard operating procedures,
coordinate state interoperability projects, and improve the technological capabilities of
Virginia’'s practitioners. These plans (including 2008) reflect the need to address both
voice and data communications, as both are needed to address the breadth of
interoperability within the Commonwealth.

Past Statewide Plans can be found on the Interoperability in Virginia website at:
http://lwww.interoperability.virginia.gov/StrategicPlans/PlanArchives.cfm.

2. Background

Overview

The Commonwealth of Virginia has a unique history, diverse geography, and population.
Virginia is made up of 95 counties and 39 independent cities® with 7,078,515 residents*
occupying 42,793 square miles®. In 2006, 39 of the 42 independent cities in the United
States were in Virginia® and it was with this spirit of independence of local government
that Virginia was founded. This self-government creates a unique dynamic for
interoperability. In the past, counties and cities developed their own procedures for
administering public safety and acquired the requisite equipment to provide
communications within their own locality. The result is hundreds of independent
communications systems providing sufficient coverage for localities in most cases but
lacking the technological or cultural ability to work together.

Virginia's geography can be divided into five geographical regions: the Atlantic Coastal
Plain, the Piedmont, the Blue Ridge, the Appalachian Ridge and Valley Region, and the
Appalachian Plateau (Figure 3).

] =0 {1i1]
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Figure 3: Five Geographical Regions of Virginia’

® Constitution of Virginia, Article VII, Section | describes a “city” as an independent incorporated
community which became a city as provided by law before noon on the first day of July, nineteen hundred
seventy-one, or which has within defined boundaries a population of 5,000 or more and which has become
a city as provided by law

#2000 Census, U.S. Census Bureau

® 2000 Census, U.S. Census Bureau

® Counties and Equivalent Entities of the United States, Its Possessions, and Associated Areas; Change
Notice No. 7 (2001).

" http://www.netstate.com/states/geography/va_geography.htm
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Atlantic Coastal Plain: The Atlantic Coastal Plain runs from north to south along the
Atlantic Ocean. This area of lowlands stretches about 100 miles inland and is covered
with salt marshes and swamps. It is often called the Tidewater because of the flow of
water up and down the coastal inlets and bays as the tide moves in and out. The Atlantic
Coastal Plain is divided into a mainland in the west and a peninsula, called the East
Shore, by Chesapeake Bay.

Piedmont: To the west of the Atlantic Coastal Plain is the Piedmont, Virginia's largest
geographical land region. Sloping gradually upward from elevations of 200 to 300 feet
above sea level in the east to 800 to 900 feet above sea level in the west, the rolling
plain of the Virginia Piedmont covers most of central Virginia. About 40 miles wide in the
northeast, the Piedmont expands to about 140 miles wide at the North Carolina Border.
The rivers and streams of the Piedmont generally flow in a southeasterly direction,
breaking into low waterfalls at the "fall line" where the Piedmont meets the Atlantic
Coastal Plain.

Blue Ridge: To the west of the Piedmont, lies the Blue Ridge. Northeast of Roanoke,
Virginia, the Blue Ridge rises steeply from the Piedmont in the east and the Appalachian
Ridge and Valley Region in the west. It is the main eastern mountain range of the
Appalachian Mountains. South of Roanoke, the Blue Ridge expands into a plateau with
valleys, deep ravines, and the highest peaks in Virginia. Mount Rogers, the highest point
in Virginia, is located in the Blue Ridge south of Roanoke.

Appalachian Ridge and Valley Region: Extending southwest to northeast along
Virginia's western border is the Appalachian Ridge and Valley Region. The Great Valley,
sometimes called the Valley of Virginia, lies against the Blue Ridge in the east. Actually,
the Great Valley is a series of valleys divided by mountains. The largest and most well-
known of these valleys is the Shenandoah Valley. The Appalachian Ridge and Valley
Region are riddled with caverns carved into the abundant limestone.

Appalachian Plateau: In the far southwestern portion of Virginia lies the Appalachia
Plateau. This plateau extends into Kentucky as the Cumberland Plateau. Covered with
rivers, streams, and forests, the Appalachian Plateau averages about 2,000 feet above
sea level.®

Virginia’s most typical natural disasters are severe thunderstorms and flooding in its
coastal regions. Less typical are tornadoes (approximately 2 per year), hurricanes (or
the aftermath of hurricanes) and earthquakes (not typically above 4.5 on the Richter
scale®). Where Virginia does experience significant risk is in terrorist threats and
weapons of mass destruction because of its proximity to and direct interaction with the
Nation’s Capitol. In the event of a major event in the District of Columbia, Virginia
contains several major evacuation routes. The major North/South roadways of
Interstates 95 and 81 traverse the state. Additionally, 1-66 East/West in the North and I-
64 East/West in the South are heavily traveled on a daily basis as the population heads
to work and to play.

8 http://www.netstate.com/states/geography/va_geography.htm.
® www.virginia.gov
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Virginia experienced significant loss during 9/11 when the third plane hit the Pentagon
(located in Arlington, Virginia) killing 184 (59 on American Airlines, Flight 77, and 125
within the Pentagon'®) and injuring countless others. Virginia’s ports are also a
significant entry for imported goods and must be sufficiently safe-guarded to protect
against unwanted terrorist threat. The Hampton Roads area is the largest military
community on the East Coast. Through effective communications in Northern Virginia on
9/11 and collaboration between the federal government, Virginia Port Authority, and local
public safety agencies in Tidewater, Virginia has demonstrated its competency in
responding to major emergencies and risks. The Commonwealth must now take the
steps necessary to bring the interoperability strategy into the full view of preparedness
and implement technology that is sufficiently supported by standard operating
procedures and training throughout the Commonwealth.

Regions

To foster collaboration across the state the Governor recognized the Virginia State
Police Districts as the construct for homeland security planning purposes including
communications interoperability (Figure 4).

Regional Preparedness Advisory Committees (RPAC)
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Figure 4: Regional Preparedness Advisory Committee Region

19 CNN Post-9/11 Reports
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The counties and cities contained within each region are:

Region 1: Richmond

Amelia County
Caroline County
Charles City County
Chesterfield County
City of Colonial Heights
Dinwiddie County
Essex County
Goochland County
Hanover County
Henrico County

City of Hopewell

King & Queen County
King George County

Region 2: Culpeper
[ ]

Clarke County
Culpeper County
Fauquier County
Frederick County

City of Fredericksburg
City of Harrisonburg
Madison County
Orange County

Region 3: Central Virginia

Albemarle County
Amherst County
Appomattox County
Augusta County
Buckingham County
Campbell County
Charlotte County
City of Charlottesville
Cumberland County
Fluvanna County

Region 4: Southwest

Bland County
Buchanan County
Carroll County
City of Bristol
Dickenson County
City of Galax
Giles County
Grayson County
Lee County

King William County
Lancaster County
Louisa County

New Kent County
Northumberland County
Nottoway County

City of Petersburg
Powhatan County
Prince George County
Richmond County
City of Richmond
Westmoreland County

Page County
Rappahannock County
Rockingham County
Shenandoah County
Spotsylvania County
Stafford County
Warren County

City of Winchester

Greene County
Halifax County
Lunenburg County
City of Lynchburg
Mecklenburg County
Nelson County

Prince Edward County
City of Staunton

City of South Boston
City of Waynesboro

City of Norton
Pulaski County
Russell County
Scott County
Smyth County
Tazewell County
Washington County
Wise County
Wythe County
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Region 5: Tidewater

e Accomack County ¢ Northampton County
e Brunswick County o City of Newport News
o City of Chesapeake o City of Norfolk
e City of Emporia e City of Poquoson
e City of Franklin e City of Portsmouth
e Gloucester County e Southampton County
e Greensville County e City of Suffolk
e City of Hampton e Surry County
e Isle of Wight County e Sussex County
e James City County e City of Virginia Beach
¢ Matthews County e City of Williamsburg
e Middlesex County e York County
Region 6: Roanoke
e Alleghany County ¢ Highland County
¢ Bath County e City of Lexington
e Bedford County e City of Martinsville
o City of Bedford e Montgomery County
e Botetourt County e Patrick County
e City of Buena Vista ¢ Pittsylvania County
e City of Covington ¢ City of Radford
e Craig County ¢ Roanoke County
o City of Danville e City of Roanoke
¢ Floyd County e Rockbridge County
e Franklin County e City of Salem
e Henry County
Region 7: Northern Virginia
e Arlington County e Loudoun County
e City of Alexandria o City of Manassas
e City of Fairfax e City of Manassas Park
e City of Falls Church e Prince William County
e Fairfax County

Largest Cities and Counties, UASIs, and TICPs

Virginia’s most populous cities are Virginia Beach (1), Chesapeake (2), and Norfolk (3)**
which are located within the Tidewater Region (statewide Metropolitan Statistical Areas
(MSAs) are listed in Appendix A). Virginia’'s most populous county is Fairfax County with
slightly over 1 million residents*? located in the Northern Virginia Region. Tidewater (in
which Hampton Roads is a part) and Northern Virginia (part of the National Capital
Region) have been designated Urban Area Security Initiatives (UASIS) by the
Department of Homeland Security. These UASIs and the remaining region’s
interoperable communications activities including Tactical Interoperable
Communications Plans (TICPs) are described in detail in Section 4.3 of this document.

112000 Census, U.S. Census Bureau
122000 Census, U.S. Census Bureau
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Current Communications and Interoperability Environment

Virginia demonstrates quite significantly the difference between the “haves and have-
nots.” With a vast rural population, Virginia must continually ensure that its rural
communities are provided with basic operability while considering the minimal level of
acceptable interoperability. Virginia's long east-west axis means that Northern Virginia
lies as close to New York City as it does its rural western panhandle. Communications
Interoperability must be redefined to exist in this type of environment where resources
are not easily shared and the distance between the well-developed communities and
their rural counterparts is vast.

Problem Definition

As is typical within the issue of interoperability, most feel that the problem will be solved
by technology. The Commonwealth approaches the issue in its entirety aligned with the
Interoperability Continuum and recognizes that technology can not work alone to bring
about improved interoperable communications. Success requires participation from the
local, regional, and state response communities in effective governance, standard
operating procedures, consistent usage of technology, and regular training and
exercises.

Points of Contact

The Commonwealth has developed and implemented 3 annual Statewide Plans. The
initial plan was developed in FY 2004 for FY 2005. This initial Plan was developed
through the completion of six regional focus groups comprised of elected officials, local
and state public safety agencies, and other support functions. This process was
documented by the SAFECOM program into Statewide Communications Interoperability
Planning (SCIP) Methodology that was provided as guidance for all states undergoing
this planning process. This initial process included representatives from:

- UASI - National Capital Region

- UASI - Tidewater Region

- UASI - Richmond (Richmond is no longer recognized as a UASI)
- Local Emergency Medical Services and Hospitals

- Local Fire Response Agencies

- Local Law Enforcement Agencies (Police and Sheriffs)

- Local Emergency Communications Officials and Dispatchers

- Local Government Representatives

In addition to local participation, various state and federal agencies also participated
including:

- Governor’s Office of Commonwealth Preparedness
- Virginia Department of Health

- Virginia Department of Fire Programs

- Virginia State Police Headquarters and Divisions

- Secretary of Public Safety’s Office

- Governor’s Office of Commonwealth Preparedness
- Virginia Department of Transportation

- Virginia Port Authority

- Virginia National Guard

- U.S. Department of Homeland Security

- U.S. Department of Justice

- Virginia Information Technologies Agency
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- Virginia Department of Game and Inland Fisheries,

- Virginia Department of Agriculture
- Virginia Department of Forestry

Since the initial Statewide Plan, the Commonwealth has updated and implemented the
Plan leveraging the expertise and experience of its formal practitioner-driven governance
structure. Figure 5 shows the stakeholders that were leveraged for the development of
this 2008 Plan. The Virginia governance structure works to ensure that state, local and
regional input continues to be the primary driver of the statewide planning and

implementation.

Figure 5: Participation in Initial Plan Development

Recommended Representation from
SAFECOM Guidance

2008 Plan Development Participants

Governor’s Office

Governor’s Office of Commonwealth
Preparedness

- Marc Follmer, Deputy Director

- Constance McGeorge, Project Manager
Commonwealth Interoperability Coordinator’s
Office

- Chris Essid, Interoperability Coordinator

State and Local Elected Officials

Virginia Association of Counties

- Patricia O’Bannon, Henrico County
Supervisor

- John Kandris, Jr., Director of Technical
Services

Virginia Municipal League

- Julian H. Taliaferro, Council Member, City
of Charlottesville

State and Local Emergency Medical
Services

Virginia Department of Health Office of EMS

- Ken Crumpler, Communications
Coordinator

- William Webb

Virginia Association of Governmental EMS

Administrators

- Bill Bullock

- Lt. Kevin Sweet, Roanoke County
Fire/Rescue

At large EMS Virginia Association of

Volunteer Rescue Squads

- Tarry Pribble

- John Tucker

State and Local Health Officials

Virginia Hospital and Healthcare Association
- Steve Ennis

State and Local Fire Response Services

Virginia Fire Chiefs Association

- Chief Charles Werner, Charlottesville Fire
Department

- Capt. Chuck White, EMS Coordinator,
Williamsburg Fire Department

Virginia Professional Firefighters Association
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- Dean Cox, Battalion Chief, Fairfax County

- Don Bowers, Fairfax County Fire &
Rescue

Virginia Department of Fire Programs

- Steve Grainer, Chief, IMS Programs

- Melvin Byrne, Division Chief

Virginia State Firefighters Association

- Charlie Singleton

- Richard Harris

State and Local Law Enforcement

Secretary of Public Safety

- Berry Green, Deputy Secretary of Public
Safety

- Dawn Smith, Assistant Secretary of
Public Safety

Virginia Association of Chiefs of Police

- Douglas Lee Davis, Waynesboro Police
Department

- Dana Schrad, Executive Director

Virginia Sheriff's Association

- Ryant L. Washington, Fluvanna County
Sheriff

- Scott Haas, Greene County Sheriff

Virginia State Police

- Mike Bolton, Captain

Statewide Agencies Radio System (Virginia

State Police)

- Steven Flaherty, Colonel

- Robert Kemmler, Lt. Colonel

Department of Criminal Justice Services

- Ben Wood, Chief of Technical Services

Virginia Port Authority

- Mike Brewer, Captain

- Armondo Ward, Lieutenant

Virginia Campus Law Enforcement

Association

- Beth Simmonds, Captain, University of
Richmond Police Department

- Michael Coleman, Captain, University of
Virginia Police Department

Piedmont Regional Project

- Dean Hairston, Major, Danville Police
Department

State and Local Homeland Security Offices

Governor’s Office of Commonwealth
Preparedness

- Marc Follmer, Deputy Director

- Constance McGeorge, Project Manager
No local Homeland Security Offices exist in
Virginia.

Tribal Governments

In late FY 2007 five tribal entities were
recognized by the Commonwealth. Input
from these state-recognized tribes will be
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incorporated into the planning process for the
development of the FY 2009 Statewide Plan.

State and Local Transportation Agencies

Virginia Department of Transportation

- Earl Sharp, Deputy Director,
Transportation Emergency Operations
Center

Virginia Department of Rail and Public

Transportation

- Ami Ettinger, Security and Emergency
Preparedness Coordinator

- Corey Hill, Director, Administration &
Capital Projects

Military Organizations operating in the
State

Virginia Military Advisory Committee
- Bob Simpson, Colonel

- William Ayers. Colonel

Virginia National Guard

- Mark Widener, Captain

- Guy Gormley, Lieutenant Colonel

Federal Agencies that Need to be
Interoperable with State and Local
Emergency Responders

Federal Partnership for Interoperable
Communications
- Jim Downes, FPIC Chair

Urban Area Security Initiatives (UASI)

National Capital Region
Northern Virginia (NOVA)
Intergovernmental Coordinating
Committee
- Charlie Collier, Falls Church City
Police Department
- Wanda Gibson, Director of
Information Technology
Metropolitan Washington Airport Authority
- Michael Defina, Deputy Fire Chief
- Harvey Kenney, Battalion Chief
Hampton Roads
Hampton Roads Planning District
Commission
- Harry Yeomans, Manager,
Microcomputer & Radio Comm.
Systems

Critical Infrastructure

No initial participation; Critical Infrastructure
has now been incorporated into regional
planning efforts.

Other non-government organizations such
as Red Cross and Utility Companies

Assaociation of Public Safety Communications

Officials

- Jim Junkins, Director, Harrisonburg-
Rockingham Emergency Communications
Center

- Tom Hanson, Director, Albermarle
Communications Center

Virginia Emergency Managers Association

- Douglas Young, Director of Emergency
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Management, City of Danville

- Gary P. Critzer, Director of Emergency
Management, City of Waynesboro,
Virginia

Radio Amateur Civil Emergency Services

- Dale Showalter

Capitol Region Communications Steering

Committee

- Todd Pugh, Communications Systems
Manager, Henrico County

- Linda Samuel, Richmond Police
Department

Other organizations with abilities and
resources for prevention, response to, and
recovery from crises or disasters

Virginia Information Technologies Agency

- Lemuel C. Stewart, Jr., Chief Information
Officer

- Steve Marzolf, ISP Manager

Virginia Department of Emergency

Management

- Harry Colestock, Director, Operations
Division

- Vic Buisset, Operations
Officer/Interoperability Coordinator

Secretary of Technology

- Aneesh Chopra, Secretary

- Judy Napier, Deputy Secretary

Virginia National Emergency Number

Association

- George Thomas, Operations Support
Mgr., Chesterfield County Emergency

- Phil Heins, Director, Hanover County
Communications

Virginia Local Government IT Executive

Committee

- Gwen Cowart, Director of
Communications & Information
Technology

- James Ervin, Town of Rocky Mount

Virginia Department of Forestry

- John Miller

- Joe Schaefer

Wireless E-911 Services Board

- Dorothy Spears-Dean, VITA, Deputy of
Public Safety Communications

- Paul Hoppes, VITA, Telecommunications
Manager

State Interdepartmental Radio System (SIRS)

Board

- James Thurston, Virginia Department of
Corrections

- Carlos Hernandez, Virginia Department of
Corrections
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Virginia Department of Game and Inland

Fisheries

- Joe Pajic, Lieutenant

- Dabney Watts, Major

Central Virginia Communications Board

- Morris Younger, Lynchburg Emergency
Communication

- William Aldrich, Lynchburg Emergency
Communication

Virginia Emergency Management Association

- Douglas Young, Director of Emergency
Management, City of Danville

- Gary Critzer, Director of Emergency
Management, City of Waynesboro

Regional Planning Committee
Chairpersons for 700 and 800 MHz

Virginia Information Technologies Agency

- Lemuel C. Stewart, Jr., Chief Information
Officer

- Steve Marzolf, ISP Manager

In addition, the CICO conducted eight Regional Preparedness Advisory Committee
(RPAC) meetings (seven RPAC regional meetings plus State Agencies) to gather
additional input into the Plan, including input into the Public Safety Interoperable
Communications (PSIC) Grant Program initiatives presented in Section 7. Figure 6
shows the localities and state agencies that participated in each regional meeting. Each
locality provided representatives form the local response community to attend the

meeting.

Figure 6: Participation in PSIC Regional Meetings

PSIC Regional Meeting

Local Representation

Region 1: Richmond

- Caroline County

- Chesterfield County
- Essex County

- Goochland County
- Hanover County

- Henrico County

- King William County
- Louisa County

- Nottoway County

- City of Petersburg

- Powhatan County

- Prince George County
- City of Richmond

Region 2: Culpeper

- Clarke County

- Culpeper County

- Fauquier County

- Frederick County

- City of Fredericksburg
- Page County

- Rockingham County
- Shenandoah County
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Spotsylvania County
Stafford County
City of Winchester

Region 3: Central Virginia

Albemarle County
Augusta County
Campbell County
Charlotte County
City of Charlottesville
Cumberland County
Fluvanna County
Nelson County

City of Waynesboro

Region 4: Southwest

Carroll County
Pulaski County
Smyth County
Tazewell County
Washington County
City of Galax

Region 5: Tidewater

City of Chesapeake
City of Hampton

Isle of Wight County
James City County
City of Newport News
City of Norfolk
Northampton County
City of Suffolk

Surry County

City of Virginia Beach
York County

Region 6: Roanoke

Alleghany County
City of Covington
City of Danville
Franklin County
Henry County
Montgomery County
Patrick County
Pittsylvania County
City of Radford
City of Roanoke
Roanoke County

Region 7: Northern Virginia

City of Alexandria
Arlington County

City of Fairfax

Fairfax County

City of Falls Church
Loudon County

City of Manassas
Prince William County

State Agencies

Department of Criminal
Services (DCJS)

Justice
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- Department of Environmental Quality
(DEQ)

- Virginia Department of Fire Programs
(VDFP)

- Department of Game and Inland
Fisheries (DGIF)

- Department of General Services (DGS)

- Department of Mental Health, Mental
Retardation, and Substance Abuse
Services (DMHMRSAS)

- Department of Motor Vehicles (DMV)

- Department of Rail and Transportation
(DRPT)

- Office of Commonwealth Preparedness
(oCP)

- Office of Emergency Medical Services
(OEMS)

- Virginia Department of Emergency
Management (VDEM)

- Virginia Department of Health (VDH)

- Virginia Department of Military Affairs
(VDMA)

- Virginia Department of Transportation
(vDOT)

- Virginia Information  Technologies
Agency (VITA)

- Virginia Marine Resource Commission
(VMRC)

- Virginia State Police (VSP)

Point of Contact
To tap into the Commonwealth’s efforts statewide the point of contact is:

Constance McGeorge

Commonwealth Interoperability Coordinator
Office of Commonwealth Preparedness
Office of the Governor

P.O. Box 1475

Richmond, VA 23218

(804) 692-0137 (office)

(804) 371-7992 (fax)
cico@governor.virginia.gov
www.interoperability.virginia.gov

The Commonwealth Interoperability Coordinator is a full time, state funded position
within the Governor’s Office of Commonwealth Preparedness.

Scope and Timeframe

In accordance with Virginia Code 9.1-1200, Virginia’s Strategic Plan for Statewide
Interoperable Communications must be updated and implemented on an annual basis.
The timeframe for the 2008 Plan is therefore one year. To reach towards the 2015
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Vision (presented in Section 6) each plan focuses on a core set of initiatives in the
following areas in alignment with the Interoperability Continuum:

Governance (Section 4.1)

Governance efforts enhance, foster, and maintain the interoperability effort in the
Commonwealth of Virginia by involving an ever-increasing number of practitioners in the
planning and implementation process. Initiatives and tasks are focused on creating a
collaborative and inclusive practitioner driven process for interoperability decision-
making.

Technology (Section 4.2)

Technology initiatives and tasks focus on coordinating major statewide investments and
assets, increasing the ability of practitioners to respond to major emergencies by
establishing clear technical requirements, identifying technological gaps on a regional
and state basis, and establishing a funding strategy.

Standard Operating Procedures (Section 4.3)

Operational protocols are developed to help overcome operational and cultural barriers
and improve practitioner-to-practitioner communications for day-to-day as well as major
emergency situations. Additionally, operational requirements are considered for all
technology purchases and whenever possible initiatives and tasks focus on forecasting
future needs to ensure operational procedures are established prior to purchase.

Please see section 4.3 on Standard Operating Procedures (SOPs) for more information
on NIMS/MACS (National Incident Management System/Multiagency Coordination
System) including NIMS training.

Training & Exercises (Section 4.4)

Training and exercises are necessary to provide a standardized definition of
interoperability, test existing equipment, and help localities obtain additional grant funds
through improved grant writing. By leveraging the training plans throughout the state,
the initiatives and tasks focus on making interoperability a key part of statewide
exercises.

Usage (Section 4.5)

Training, exercises, and outreach will all be leveraged to use interoperability equipment
regularly and on a daily basis whenever possible. Initiatives and tasks focus on
continued communication with stakeholders, especially those that have received funding
from the state and must now consider its most effective usage. Outreach efforts bring
interoperability information to Virginia's practitioners, elected officials, and other
stakeholders as well as private and non-profit partners.

In addition, the Statewide Plan presents the initiatives and on-going planning efforts of
its regions and UASIs that are updated on an annual basis to demonstrate rightward
movement on the Interoperability Continuum for all of Virginia’s localities.

Major Achievements to Date

Each year, the CICO develops and distributes an Annual Report that catalogs the year’'s
achievements. This Report is delivered to the General Assembly by November 1 of
each year and provides a good in-road to elected officials within the Commonwealth to
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review progress towards improved interoperable communications. Achievements to
date include:

e Recognized as a National Best Practices Model for Interoperability Planning

e Provided guidance to the Nation for interoperable communications planning

e Developed and rolled out a Common Language Protocol to move public safety from
coded language (ex. 10-codes) to plain English

¢ Established Strategic Radio Cache Resources to provide supplemental and back-up
communications statewide

o Established central, dedicated interoperability coordination

e Distributed $10.7 Million since 2004 to Virginia's localities for interoperability
projects

e Determined the status of interoperability statewide by conducting a statewide
baseline survey

e Convened between 250-350 practitioners at the 2004, 2005, 2006 and 2007 Virginia
Interoperable Communications Conferences

o Determined the viability of a statewide overlay communications system to allow
voice communications anywhere, anytime — National Interop. Channels

o Determined public safety needs for the statewide IT infrastructure
Established a technical standards library to be a clearinghouse of information for
stakeholders

e Provided interoperability information to a multitude of stakeholders statewide

3. Methodology

As stated previously, the initial Plan was developed in partnership with SAFECOM and
focused on the facilitation of six regional focus groups to gather data related to the
current status of interoperability and practitioner needs. After the completion of this
initial FY 2005 Statewide Plan, the Virginia Code was modified to require the annual
update and implementation of the Strategic Plan for Statewide Communications
Interoperability. In addition to this directive, the code instructs state agencies and
localities to align with the Statewide Plan in order to receive state and federal funds for
communications interoperability by 2015. Language from Virginia Code 9.1-1200 is
provided below:

CHAPTER 221
An Act to amend the Code of Virginia by adding in Title 9.1 a chapter numbered 11,
consisting of a section numbered 9.1-1200, relating to statewide communications
interoperability.

[S 963]
Approved March 20, 2005

Be it enacted by the General Assembly of Virginia:

1. That the Code of Virginia is amended by adding in Title 9.1 a chapter numbered 11,
consisting of a section numbered 9.1-1200, as follows:

CHAPTER 11.
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STATEWIDE COMMUNICATIONS INTEROPERABILITY.

8 9.1-1200. Review of strategic plan; state and local compliance.

The office of the Governor shall ensure that the annual review and update of the
statewide interoperability strategic plan is accomplished and implemented to achieve
effective and efficient communication between state, local, and federal communication
systems.

All state agencies and localities shall achieve consistency with and support the goals of
the statewide interoperability strategic plan by July 1, 2015, in order to remain eligible to
receive state or federal funds for communications programs and systems.

The Commonwealth of Virginia now uses an annual planning lifecycle to update,
implement, institutionalize, and measure the success of the Statewide Plan. This
lifecycle (depicted in Figure 7) consists of four stages: “Plan”, “Implement,” “Assess &
Measure,” and “Buy-In, Compliance and Build-Out”. The governance structure and
additional stakeholders are leveraged in every stage of the lifecycle. Section 4.1 of this
Plan provides additional information related to the Commonwealth’s practitioner-driven
governance structure and decision making process. The SIEC and stakeholder teams
focused on specific initiatives are convened on at least a quarterly basis to discuss
progress towards the 2015 Vision and work to implement the Plan each year. Multiple
sessions are held each year with the SIEC and the Regional Preparedness Advisory
Committees (RPACs) to update the Statewide Plan and continue to work towards
addressing specific practitioner needs.
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Figure 7: Virginia Interoperability Planning Lifecycle

Each year, during the planning stage, the Statewide Plan is updated and enhanced by
the members of the interoperability governance structure (Section 4.1), UASI leadership,
and RPACs. Recommendations from the previous fiscal year and the current
environment are considered to:

Add new initiatives to be accomplished in the coming year

Update and carry over incremental initiatives from the previous year that are still
pertinent

Add new content to provide practitioners with the most up to date information
about the status of interoperability in the Commonwealth
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The final draft of the Statewide Plan is sent to the Governor’s Office for consideration
and approval. Once the Governor has signed-off on the Statewide Plan, another year of
implementation begins.

Implement

As the longest stage of the Lifecycle, implementation engages practitioners to bring
expertise and experience together to achieve the initiatives within the Statewide Plan.
Key activities include:

e At the statewide governance level - identify stakeholders to assist in the
achievement of initiatives and make key recommendations including statewide
standard operating procedures, funding disbursement, and Virginia's
endorsement for federal initiatives.

e At a state, regional or local level — convene the necessary decision-makers and
stakeholders including statewide governance to move forward with key initiatives
including purchasing equipment, developing SOPs and managing system build-
out.

As recommendations are born out of the implementation phase and accepted by
members of the statewide governance structure, they move towards institutionalization
in the “Buy-In & Compliance” phase of the lifecycle. If recommendations are not
approved or require additional work for acceptance, they will remain in the outer ring of
the lifecycle to be measured and planned for in the following year. Complex initiatives
may take multiple years to achieve buy-in and compliance while others may be
institutionalized more quickly.

Assess & Measure
Performance is measured annually for both long-term measures and critical success
factors. This stage of the lifecycle requires the CICO to:

e Evaluate progress against the statewide baseline inventory of equipment and
frequencies

¢ Reach out to stakeholders to receive input on the year's implementation

e Develop an annual report that shows progress, set backs, and areas for
continued improvement in the year to come

Buy-In, Compliance, and Build-Out

The process of achieving buy-in and compliance is continuous throughout the fiscal
year. Once recommendations are approved on a state, regional or local level, and a
course of action is determined, the effort begins the process of achieving buy-in from all
relevant stakeholders. While buy-in is achieved, compliance will be pursued at the local
and regional level for statewide efforts through information sharing and collaborative
sessions, and at the state level through recognized best practices, Executive Directives
and legislation (if appropriate). Because the Commonwealth utilizes a practitioner driven
process in which stakeholders participate in the development of key guidance for
localities — buy-in and compliance are often achieved throughout the process of
implementation. Bolstered by practitioner endorsement, initiatives are set on a path for
success through effective outreach lead by the governance structure and other IAT
members.
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4. Current Statewide Assessment

In FY 2007, Virginia began a study to determine a baseline for interoperable
communications across the Commonwealth. The Commonwealth Communications
Baseline Survey (Baseline) began on March 1, 2007 and ended May 31, 2007. During
this time counties, cities, and state agencies sent in at least one response to the survey
that inventoried communications equipment and measured their current status against
the Interoperability Continuum. The main goal of the Baseline is to create a statewide
shapshot of the capacity for, and use of, interoperability in the Commonwealth. This
includes establishing an inventory of interoperable communications equipment, and
establishing performance metrics for the localities and agencies so future progress can
be measured.

Methodology
The Commonwealth leveraged the SAFECOM Capabilities Assessment Request for
Proposal (RFP) tool to procure the services of a contractor to develop the survey tool
and collect data. Over the course of several weeks the CICO worked with the contractor
to determine the data points that were necessary for determining the overall status of
interoperability in the Commonwealth as well as inform decision-making for grant
funding. An Initiative Action Team consisting of members from the state and local level
was established to evaluate the information being collected and provide input into the
survey questions. At the conclusion of the planning period the following data points
remained:

¢ Measurement against the Interoperability Continuum

e Communications System Specifications, Manufacturers and Frequency Bands

e Age of Equipment

e Equipment Used for Interoperability with Neighboring Jurisdictions, the State,

and/or the Federal Government
¢ Radio Site Survey Information
¢ Interoperability Channel Usage

Survey deployment was also discussed during planning. The contractor recommended
casting a wide net to ensure a high rate of response. The CICO collected e-mail
information from the Virginia Sheriff's Association, Chiefs of Police, College & University
Police Departments, County Administrators, City Managers, Emergency Operation
Centers, Public Safety Answering Points, Regional Jail Administrators, Training
Academies, Virginia Association of Governmental EMS Administrators (VAGEMSA), Fire
Chiefs (professional & volunteer), Volunteer Rescue Squads, Virginia Chapter of
Association of Public Safety Communications Officials (APCO) members, and Public
Works & Utilities Directors. Each possible respondent was sent an e-mail from the State
with a link to the survey and a username and password.

Reminder e-mails encouraging survey completion were sent on a bi-weekly basis and as
the survey neared its end, targeted outreach was also conducted to localities that had
not yet submitted a response.

Summary Results

Figure 8 shows the overall results of the Baseline (more detailed responses are provided
in Sections 4.1-4.5).
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Figure 8: Overall Interoperability Baseline Study Results

Data Point State Level Results
Total Number of Responses 266
Total Police Responding 72
Total Sheriff Responding 51
Total Fire Responding 24
Total EMS Responding 12
Other Public Safety Communications | 32
Responded

Other Government Responded 25
Other Discipline Responded 20
Total Public Health Responded 21
Total Public Works Responded 6
Total Transit Responded 1
No Agency Discipline 1
Total Minerals & Energy Responded 1

Figure 9 shows the coverage map that was generated from the Baseline data. The map
shows that the Commonwealth uses a variety of frequencies including: 800 MHz, UHF,
VHF, and Low Band.

Legend

200MHz Coverage In Use

IUHF Cowerage In Use
- VHF Cowerage In Use
- Lows Band Cowerage In Use

Figure 9: Virginia Estimated Mobile Coverage — All Frequency Bands

Continuing Collection

The Commonwealth will continue to collect data to measure performance and ensure a
complete Baseline. Additional targeted outreach will be needed to get responses from
missing localities and ensure equal representation from the fire and law enforcement
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communities. The collection of data will be an on-going process for Virginia and its
responder community.  Additionally, Virginia’s raw data will be input into the
Communications Assets Survey and Mapping (CASM) tool to allow the CICO to run
current reports and have greater access to data.

4.1 Governance

Overall Status

The Baseline revealed that the degree of governance varies across the Commonwealth
on a local and regional level, however statewide governance is strong and provides
representation for all of Virginia’'s responders. The Baseline provided the results
presented in Figure 10.2 for Governance based on the Governance lane of the
Interoperability Continuum (Figure 10.1):

Figure 10.1: Governance Lane of Interoperability Continuum

Individual Agencies Informal Key Multidiscipline R‘ﬁzﬂn""":&‘f“
Governance Working Coordination Staff Collaboration Siade] ngm rablty
Independently Between Agencies on a Regular Basis Commith::

Minimum Level .
Optimal Level

Figure 10.2: Baseline Study Results for Governance

Data Point Placement on Notes
Continuum

Region 1 (Richmond) Informal Coordination | ¢ COMLINC User’s Group
Between Agencies established

Region 2 Informal Coordination
Between Agencies

Region 3 Informal Coordination
Between Agencies

Region 4 Informal Coordination
Between Agencies

Region 5 (Hampton UASI) Moving towards e Established the Hampton
“Regular Key Staff Roads Interoperable
Collaboration” and Communications Advisory
“Regional Committee” Committee to support

interoperable
communications in the
Tidewater/Hampton Roads

area.
Region 6 Informal Coordination
Between Agencies
Region 7 (NCR UASI) “Regular Key Staff e Has a strong governance
Collaboration” and structure in the Metropolitan
“Regional Committee Washington Council of
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Working with Governments, with monthly

Statewide meetings
Interoperability
Committee”
State and Statewide Informal Coordination | e Quarterly meetings of a
Agencies between Agencies Secretarial Management

Board and a User Agency
Requirements Committee
for STARS

Hampton Roads and Northern Virginia (as part of the National Capital Region (NCR))
governance structures are well established and provide a forum for localities within these
regions to work together on key interoperability communications issues. To allow for
greater progression on the Continuum for the other regions, the state established
Regional Preparedness Advisory Committees (RPAC). The RPACs meet regularly and
focus on regional initiatives in training, equipment, communication, and strategy to
ensure ready access to response teams in times of emergency; and to facilitate testing
and training exercises for emergencies and mass casualty preparedness. The RPACs
in all regions will provide a key forum for more organized regional governance for
interoperable communications.

Statewide Governance

The public safety community must have a way to provide input to statewide
interoperable communications efforts. Public safety personnel participate in Virginia
interoperability governance as members of the SIEC, RPACs, and/or Initiative Action
Teams (IATs) (Figure 11).

Commonwealth of Virginia Interoperability Effort
COVERNANCE
STEC Advice &

N o=
Pecommendations ===
= Executive
Committee

To improve public safety
communicalions Ihrough enhanced
voice and data communications

interoperability.

Regional Preparedness
Advisory Committees

o
L

‘ _._526

Other
Stakeholders
as needed

[ Initiative Action Teams A

Figure 11: Virginia Interoperability Governance Structure
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The Virginia Interoperability Governance structure relies on two primary objectives:
o Performance: contribution to the overall performance and delivery of services to the
public safety community and ultimately the larger constituency they serve.
e Adherence: commitment to ensuring that requirements of the law, regulations, and
community standards of accountability and transparency are met.

Office of Commonwealth Preparedness

Achieving interoperability requires partnerships from all levels of government. The
Secure Commonwealth Panel (SCP) and the Commonwealth Preparedness Working
Group (CPWG) consider recommendations that result from the practitioner governance
structure to determine the overall direction for the Commonwealth.

The SCP is responsible for monitoring and assessing the implementation of statewide
prevention, response, and recovery initiatives and when necessary, reviewing,
evaluating, and proposing final recommendations related to emergency preparedness to
the Governor’s Office. Members of the panel include representatives of local and state
government, state legislators, and the private sector.

The CPWG is responsible for coordinating state operations related to preparedness and
readiness. Members of the group have operations leadership roles in a broad range of
state agencies.

The Office of Commonwealth Preparedness (OCP) houses the CICO and provides the
leadership and support necessary to coordinate preparedness and all hazards activities
across state agencies. Working in collaboration with its committees, OCP provides a
direct line to the Governor’s Office through its Director, the Assistant to the Governor for
Commonwealth Preparedness.

OCP Responsibilities
e Appoint and ensure attendance of one staff representative and an alternate to
the SIEC
e Provide additional staff to the interoperability effort to support the Annual
Interoperable Communications Conference and other events/initiatives
e Administer and support the RPACs
e Escalate recommendations to the Governor’s Office for consideration

Commonwealth Interoperability Coordinator’s Office

The CICO, led by the Commonwealth Interoperability Coordinator (CIC), is responsible
for the daily operations of Virginia's interoperability efforts including implementing the
initiatives outlined in the Statewide Plan. This involves developing and delivering reports
and briefings, coordinating interoperability and communications projects, maintaining
governance, and assembling IATs to implement key recommendations.

CICO Responsibilities

o Liaise among the local and regional public safety community, state agencies and
officials, and the federal government
Drive and coordinate the effort to implement the Statewide Plan
Manage IATs
Establish and coordinate a document review process for IAT recommendations
Revise the Statewide Plan annually
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e Develop and measure long-term performance measures and critical success
factors to show progress towards improved interoperability

o Coordinate the compilation of state investment justifications and grants for
communications interoperability

¢ Monitor the Commonwealth’s interoperable communications grant opportunities,
review potential projects, and provide documentation to the SIEC for
consideration for endorsement

o Write endorsement letters for approved projects on behalf of the SIEC for grant
applications

e Serve as a member of the CPWG, Capital Wireless Information Net (CapWIN)
Board of Directors, the National Capital Region Regional Programmatic Working
Group for Interoperability (RPWG-I), and other interoperability efforts

e Serve as a member of the federal SAFECOM Emergency Response Council
Work with the SIEC Chair to develop meeting schedule, agendas, and distribute
information to SIEC members

e Maintain records for the effort including, but not limited to, charters, meeting
minutes, correspondence, current membership enroliment, recommendation
reports, and the Interoperability in Virginia website

¢ Provide guidance to RPACs and IATs to develop materials, presentations, issue
summaries, etc., for SIEC consideration

e Escalate recommendations to OCP for consideration by the Governor’s Office

e Chair of the All Hazards Consortium Interoperability Working Group, which
includes of the FEMA Region 3 states (Virginia, DC, Maryland, New Jersey, New
York, West Virginia, Pennsylvania and Delaware)

State Interoperability Executive Committee

The SIEC serves as the steering group for the interoperability effort and evaluates
guidance and recommendations provided by IATs, RPACs, and other stakeholders. The
SIEC meets in person on at least a quarterly basis to review overall progress towards
the 2015 Vision and identify priorities. Meeting dates are scheduled at least three weeks
in advance to accommodate the members’ schedules. The SIEC has been formalized
as a Governor's Committee through Executive Directive 7 (Appendix B), which provides
the group with the authority to make all interoperable communications funding
recommendations.

The SIEC consists of 28 organizations representing local, regional, and state interests.
Each organization formally appoints a representative and an alternate-representative to
serve at least a one year term on the SIEC. Alternate representatives must have equal
authority to formulate advice and make decisions on behalf of their constituents.
Designated alternates are encouraged to attend all SIEC meetings and are included on
SIEC correspondence to ensure familiarity with issues when asked to fulfill the
responsibilities of membership.

All members and alternates are required to sign a nondisclosure form upon appointment
to the SIEC to ensure confidentiality. Other organizations may be invited to participate in
SIEC meetings to provide input beyond the members’ existing capabilities or to provide
subject matter expertise, however these organizations do not have voting powers.
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Membership
The SIEC consists of the following member organizations:

¢ Commonwealth Interoperability Coordinator’s Office

Virginia Association of Chiefs of Police

Virginia Association of Governmental Emergency Medical Services Administrators
Virginia Fire Chiefs Association

Office of Commonwealth Preparedness

Virginia Sheriff's Association

Virginia Association of Counties

Association of Public Safety Communications Officials
Statewide Agency Radio System

Virginia Information Technologies Agency

Virginia Municipal League

Secretary of Public Safety

Secretary of Technology

Virginia Military Advisory Committee

Virginia Department of State Police

Virginia Department of Transportation

Virginia Department of Emergency Management
Office of Emergency Medical Services

Virginia Emergency Managers Association

Virginia Professional Fire Fighters

Department of Criminal Justice Services
Representation from each RPAC (7 currently in existence)

The Attorney General’s Office is encouraged to participate and attend SIEC meetings in
an advisory role, but is not be a voting member of the SIEC.

Responsibilities

SIEC members are responsible for appointing a Chairman and Vice-Chairman to serve a
term of one year. The SIEC Chair and Vice-Chair shall:

Be selected by a quorum of the SIEC to serve a one year term

Collaborate with the CICO on project and initiative support and funding related to
the Commonwealth’s communications interoperability efforts

Provide leadership to and represent the SIEC

Preside over SIEC meetings

Participate in the design of SIEC meetings

The 2008 SIEC Chairman is Mr. Jim Junkins who represents the Association of Public-
Safety Communications Officials and the Vice Chairman is Chief Doug Davis who
represents the Virginia Association of Chiefs of Police.

SIEC members shall:

Recommend an approach for Virginia interoperability efforts, evaluate progress
and approve changes in direction and scope for the overall strategy;

Represent their respective organization at SIEC meetings;

Provide advice and support to the Commonwealth Interoperability Coordinator;
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e Assist with the development and implementation of the Strategic Plan for
Statewide Communications Interoperability annually;

o Patrticipate in Initiative Action Teams to develop specific work products such as
operational procedures, policies, technical strategies and case studies;

e Make formal recommendations concerning interoperability to the
Commonwealth Preparedness Working Group (CPWG) and the Secure
Commonwealth Panel (SCP);

e Ensure local, regional and state interoperability efforts are in alignment with the
Strategic Plan for Statewide Communications Interoperability;

e Develop interoperable communications minimum requirement
recommendations; and

e Report on the status of the Strategic Plan for Statewide Communications
Interoperability to the Governor by November 1 of each year

Initiative Action Teams

IATs are established as needed to assist in the implementation of the initiatives in the
Statewide Plan. The IATs are informal groups of practitioners, assembled for a limited
timeframe to work towards the accomplishment of a specific initiative.

Membership
IATs are made up of local and regional public safety practitioners and other stakeholders

as necessary to accomplish the initiatives. Membership may include:

State information technology (IT) experts

Regional organizations and coordinators including RPACs

Local first responders

Association leadership

Emergency support functions such as transportation and health care
professionals

e Self-selected participants from across the Commonwealth

Responsibilities
The IATs shall:
¢ Vet the timeline and determine the project plan for initiative accomplishment
Develop recommendation reports for consideration by the SIEC
e Establish an IAT Lead to coordinate activities, arrange meetings, and report back
to the SIEC
e Pursue additional resources as needed to complete tasks

Regional Preparedness Advisory Committees (RPACS)

RPACs have been established in each of the seven Homeland Security Planning
Regions within the Commonwealth and are currently managed by OCP. The
interoperability effort leverages these committees to identify regional needs and
coordinate regional planning. The RPACs focus on several regional issues including
interoperability. The membership and responsibilities presented only represent those
activities that focus on communications interoperability.

Membership
Each RPAC contains membership from the region including:

e Police
e Fire
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State Government

Higher Education

Health

Private Industry/Critical Infrastructure and Key Resources
Non-Profits

Local Government

UASI leadership (if applicable)

Responsibilities

The RPACs:
o Discuss interoperability issues facing the region
¢ Formulate a regional plan in alignment with the Statewide Plan and local needs
¢ Provide stakeholders to participate on IATs

The rules of engagement for the statewide governance structure are included in
Appendix C of this Plan.

Multi-jurisdictional, Multi-disciplinary Agreements

No multi-jurisdictional, multi-disciplinary agreements are required for the implementation
of the Statewide Plan. The SIEC has been established by Executive Directive 7 by
Governor Kaine to assist the Office of Commonwealth Preparedness and
Commonwealth Interoperability Coordinator with implementation of the SCIP. Virginia
Code Section 9.1-1200 requires the annual update and implementation of the SCIP. As
a result, localities and state agencies throughout the Commonwealth shall support the
SCIP and implementation of the initiatives and show how investments in
communications support the SCIP in order to receive grant funding. State agencies,
regions, and localities are involved in the SIEC or Regional Preparedness Advisory
Committees and have an influence on the priorities contained in the SCIP.

Although no multi-jurisdictional, multi-disciplinary agreements are required, agreements
have been established for statewide mutual aid. The Virginia Department of Emergency
Management provides administration for these agreements to coordinate mutual aid
statewide through the Emergency Operations Center and provides support to secure
reimbursement for localities.

Neighboring States

Virginia proactively works with neighboring states to streamline response capabilities
related to interoperable communications. Through the All Hazards Consortium the state
works collaboratively with Pennsylvania, Maryland, West Virginia, and Washington DC.
In the FY 2007 Homeland Security Grant Program (HSGP), Virginia, along with its
partners applied for funding to create a standard baseline collection methodology and
support a project management office to provide oversight and planning on a multi-state
basis. This effort was not funded but the Mid-Atlantic States will continue to work
together through the Consortium to coordinate regionally. In addition to these efforts, the
CICO interacts regularly with the State of North Carolina to share lessons learned and
discover new communications efforts and challenges.

While more formal planning is yet to come, individual localities requiring direct interaction

with neighboring jurisdictions in other states have worked directly with their counterparts
to discover solutions. For example, the City of Danville has worked with neighboring
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jurisdictions within the Commonwealth and in the State of North Carolina to develop
governance and a comprehensive interoperable system of communications.

4.2 Technology

Overall Status

The interoperability statewide governance structure serves to coordinate all
interoperable communications projects in the Commonwealth. This oversight and
coordination includes STARS, the statewide IT Infrastructure build-out by Virginia
Information Technologies Agency (VITA), Commonwealth’s Link to Interoperable
Communications (COMLINC), strategic radio caches, build out of national
interoperability channels, and local/regional systems. The Commonwealth of Virginia
statewide planning efforts allow the state to collaboratively work towards the system of
systems Vision.

The Baseline revealed that technological capabilities vary across the Commonwealth on
a local, regional, and state level. The Baseline provided the results in Figure 12.2 based
on the Technology lane of the Interoperability Continuum (Figure 12.1).

Figure 12.1: Technology Lane of Interoperability Continuum

Shared Proprietary Shared Standards-based

Technology Swap Radios Gateway Channels Systems Shared Systems

2008 Strategic Plan for Statewide Interoperability Communications

37




Figure 12.2: Baseline Study Results for Technology

Data Point

Placement on
Continuum

Notes

Region 1 (Richmond)

Propriety Shared
Systems

Gateways

Characterized by diverse
implementation of radio
systems at primarily VHF and
800 MHz with some areas of
UHF and low band

800 MHz systems in
Richmond area would place
technology as “Propriety
Shared Systems” on the
Technology Continuum

For other localities, shared
channels are utilized for
agencies that use the same
frequency band

SIRS radios are used for
inter-jurisdictional
interoperability

COMLINC is implemented in
16 localities. Virginia State
Police and STARS agencies
in VSP Division 1, which
would place technology as
“Gateway” on the Technology
Continuum for the
participants. This may present
interoperability difficulties with
localities that do not have
COMLINC.

Region 2

Diverse

Characterized by UHF and
800 MHz, with some VHF
Will soon be shared regional
800 MHz system in
Harrisonburg and
Rockingham County

800 MHz in Culpeper County
Hared 800 MHz for Warrenton
and Fauquier County

With extensive use of UHF,
there are shared channels
that the agencies use for
mutual aid

SIRS is used for inter-
jurisdictional interoperability

Gateways

COMLINC needs to be
implemented
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Region 3

Diverse

Gateways

Characterized by diverse
implementation of radio
systems at UHF, VHF and
800 MHz

Shared regional 800 MHz
system for Lynchburg,
Bedford County, Bedford City,
and Amherst County

Shared regional 800 MHz
system for Charlottesville,
Albemarle County, and the
University of Virginia

Nelson at VHF separates
these two 800 MHz areas
Those localities that have a
common frequency band can
utilize a shared channel for
interoperability

SIRS used for interoperability
Currently in the procurement
phase for COMLINC which
will enable them to have
“Gateway” interoperability
over an IP network
Interoperability problems may
occur for localities that are not
part of COMLINC

Region 4

Diverse

Characterized by primarily
VHF with some UHF and low
band

Use shared channels for SIRS

Region 5 (Hampton UASI)

Proprietary Shared
Systems

Tidewater area uses 800 MHz
Tidewater is implementing
Overlay Regional
Interoperability Network
(ORION) at 700 MHz as an
interoperability system

Gaps may be in counties that
are a part of Region 5 but are
not considered part of the
Tidewater or Hampton Roads
area, or a part of ORION

Region 6

Proprietary Shared
Systems

Characterized by diverse
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Gateways

implementation of radio
systems at UHF, VHF, and
800 MHz

Shared 800 MHz system for
Roanoke County, Roanoke
City, and the town of Vinton
which would place them at
“Proprietary Shared Systems”
on the Technology Continuum
For other localities shared
channels are utilized for
agencies that use the same
frequency band

Danville and Pittsylvania
County are implementing the
Piedmont Regional Voice over
IP Pilot Project in conjunction
with North Carolina

Region is in the procurement
phase for COMLINC which
will connect to the COMLINC
implementation in Region 3
Localities that will not be a
part of the COMLINC
implementation may have
interoperability problems with
those that are a part of
COMLINC

Region 7 (NCR UASI)

Proprietary Shared
Systems

Uses 800 MHz trunked radio
systems and the users have
common talk groups in each
others radios which provides
interoperability between
localities

State and Statewide
Agencies

Standards-based
Shared Systems

Gateways

In process of implementing
STARS

STARS is currently deployed
in VSP Division 1 and being
implemented in VSP Division
5

COMLINC is an integral part
of STARS system

Effective coordination by the statewide effort is imperative to ensure wise investments
are made throughout the state in alignment with the Statewide Plan and other

technology initiatives.

Coordinated spending and technology sharing can result in

significant savings for the Commonwealth and encourage localities, regions and the
state to work together to reach better, more cost effective solutions.
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Technology Assistance

In support of technology efforts statewide, the SIEC coordinates all funding for
interoperable communications including one-time local grants. During Fiscal Years
2004-2007, the SIEC recommended and received approval from the Governor's Office to
distribute $10.7 million to localities within the Commonwealth of Virginia to support local
interoperable communications projects. In addition, approximately $25.5 million has
been awarded to localities and regions by Federal Interoperable Communication Grants
and over $100 million has been spent on communications within the National Capital
Region (NCR) since 2003. Figure 13 shows where this funding has been awarded
throughout the Commonwealth.

Jurisdictions that received Interoperability Grant Funding
2004 — 2007

Interoperability Grants

[ Federal
] tocal
[ new

[ A8 Other Localilies

Figure 13: Interoperability Grant Funding Map

Because funding for interoperable communications is limited, the statewide effort also
facilitates radio sharing/exchange programs, provides endorsement letters to localities
that have identified and are pursuing other funding streams (if in alignment with the
Statewide Plan), and has identified low interest loan options to fund technology projects.

Technology Projects

Several interoperability solutions have been employed to achieve interoperable
communications. Solutions range from swap radio programs to sophisticated systems
and all serve to fulfill the operational needs of the Commonwealth. In 2008 the SIEC,
with the support of subject matter experts throughout Virginia, will develop a
comprehensive operations model and technical plan that will show how the existing and
new data and voice technology will work together to achieve its interoperability goals at
the local, regional, state, and federal level. The 2008 initiative will finally put on paper
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the complex system of systems that is the Commonwealth’s interoperable
communications vision. This technical plan will consider all existing technology
installations including Statewide Interdepartmental Radio System (SIRS), Statewide
Agencies Radio System (STARS), Commonwealth’s Link to Interoperable
Communications (COMLINC), system interfacing, and local and regional data and voice
systems. The technical plan will also include thoughts on the support needed to
maintain and operate existing systems, as well as, support legacy systems with
backwards compatibility.

SIRS

SIRS is a low band frequency 39.54 MHz system developed in 1978 that is used
statewide by local law enforcement to communicate between localities and the Virginia
State Police (VSP), providing a highly reliable network for direct, real time car-to-car
radio communications between law enforcement agencies. SIRS is not intended for
routine radio traffic and is most commonly still used by rural localities to communicate
with VSP. As technology is upgraded in localities a patch will be necessary to continue
the use of SIRS.

SIRS is governed by the SIRS Advisory Board, which is appointed by the Secretary of
Public Safety. The SIRS Board is responsible for policy formation, eligibility for
membership, and research on matters relating to public safety communications
problems affecting the Commonwealth's ability to deliver effective law enforcement
services.

STARS

The Statewide Agencies Radio System (STARS) facilitates the communications of 21
state agencies and is an integrated, seamless, statewide, wireless voice and data
communications system designed to meet the needs of these agencies. STARS also
includes federal users allowing interoperability with their federal facilities, and coverage
for six major tunnel systems within the Commonwealth.

STARS state agency members include:

Alcohol Beverage Control e Juvenile Justice

o Capitol Police e Military Affairs

e Chesapeake Bay Bridge & e Mines, Minerals, and Energy
Tunnel Police e Motor Vehicles

e Conservation and Recreation e State Police

e Corrections e Transportation

e Charitable Gaming e Virginia Information

e Emergency Management Technologies Agency

e Environmental Quality ¢ Virginia Port Authority

e Fire Programs ¢ Virginia Marine Resources

o Forestry Commission

e Game and Inland Fisheries

e Health

STARS is being built upon the already powerful State Police Land Mobile Radio (LMR)
network — upgrading it with state-of-the-art, Project 25 (P25) technology. STARS
employs an Integrated Voice and Data (IV&D) land mobile radio architecture that uses
the same mobile radio for both voice and mobile computer communications. Integrating
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the voice and data networks saves the Commonwealth the significant expense of a
separate fixed data infrastructure with an additional radio/modem in each vehicle.

STARS also has a Transportable Site that is a self-contained and portable radio system.
It consists of a five channel P25 system with 50 portable radios operating in the 800
MHz band.

The User Agency Requirements Committee (UARC) is a group compromised of two
persons from each of the 21 agencies that have agreed to join STARS. The
Commonwealth Interoperability Coordinator is also a member of the UARC as an
advocate for the SIEC and Office of Commonwealth Preparedness.

The current timeline for STARS build out is as follow:
Richmond - December 2005 (Currently Operational)
Tidewater - May 2008 (Currently Operational)
Culpeper - July 2008

Northern Virginia - October 2008

Salem - April 2009

Appomattox - May 2009

Wytheville - September 2009

State Tactical Solutions — Planning for Catastrophic Loss of Communications

In light of the communication system failures during and following the events of 9/11, the
Commonwealth has worked to develop tactical solutions that can be deployed to a
situation within a few hours of an event to provide tactical communications
interoperability in the event of catastrophic loss. These communication assets will assist
the Commonwealth in establishing communications in the aftermath of large-scale
events.

Statewide Deployable Strategic Radio Cache Resources
In 2007 the interoperability effort developed policies and procedures based on the NIMS
typing model (Radio Cache Typing Matrix provided in Appendix D) and secured funding
for strategic radio cache resources statewide. The policies and procedures define radio
cache resources in five types — Type | being the highest level of functionality and
deployable resources. In FY 2007, the SIEC distributed a local grant application to
localities for Types I-1ll radio caches and selected three locations within the state to
support caches and statewide-deployment including portable towers. Using Virginia
Department of Emergency Management (VDEM) mutual aid agreements with each
locality, these resources may be deployed anywhere in the state.

e Type Il Cache located in Chesapeake (half) and Hampton (half)

e Type lll Cache located in Harrisonburg

e Type Il Cache located in Fairfax

Figure 14 shows where radio cache grants were awarded throughout the
Commonwealth in 2007.
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Radio Cache Grant Awards

Grant Participants Cache Storage
Chesapeake, Hampton, Newport News, Norfolk, Chesapeake & Hampton
1 [[_] chesapeake Portsmouth, Suffolk, Virginia Beach
2 I:l Hamisonburg Hamrisonburg, Rockingham County Harrisenburg
3 [__] Fairfax Northern VA: Fairfax City

Alexandria, Arlington, Fairfax City, Fairfax County,
Lord Fairfax Health District, Loudoun County,
Prince William County, Stafford County, VDEM
Northern Valley EPT:

Clarke County, Frederick County, Page County,
Shenandoah County, Warmren County, Winchesfer

Figure 14: Radio Cache Grant Awards

Radio cache assets will be expanded in 2008 to provide smaller caches in strategic
locations statewide as well as a Rapid Deployment Solutions Interoperability Project
(RDSIP) in which a private entity can provide up-to-date tactical push-to-talk technology
in the aftermath of an incident.

Virginia State Police (VSP)

= Three command posts in Northern, Central, and Western Virginia that can be en
route to an incident within two hours to create tactical interoperability.

» Fifteen radios at each of the seven division locations that can be deployed to a
situation and handed out at the scene.

= Eight Incident Commander’s Radio Interface (ICRI) units that can allow up to five
public safety agencies to achieve radio interoperability. The ICRI units can also be
linked together to increase this number to ten radios. .

= STARS Transportable Site as described above.

Virginia Department of Emergency Management (VDEM)

= One mobile command post and one communications trailer located in the Richmond
region that contain VHF high band, VHF low band, UHF, VSP radio, VHF Marine,
VHF Aircraft, Civil Air Patrol, cell phone, and satellite (SATCOM) communication
capabilities. These command posts can be deployed within two hours of an incident.
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= One command trailers located in the Southwest Region that contains VHF low and
high band, UHF, ACU-1000, and satellite telephone capabilities.

= Two portable 60-foot towers and one portable 75-foot tower located in the Richmond
region that can be deployed to an incident.

= Two brief case satellite phones that can be requested and deployed to a scene.

Virginia Information Technologies Agency (VITA)
= A portable UHF 20-watt repeater and 30-35 UHF portables that can provide
communications coverage within a 2-5 mile radius.

VITA Integrated Services Program (ISP)

The Virginia Information Technologies Agency (VITA) created the ISP by consolidating
the Virginia Geographic Information Network (VGIN), Public Safety Communications (E-
911) Division and the two State radio engineers (formerly in VITA Telecommunications).
The goal of this reorganization, which took effect on May 16, 2006, was to streamline
and improve the delivery of existing and future services for public safety and emergency
management. By leveraging the strengths of both programs, the ISP can be more
responsive to the changing needs of localities and state agencies.

VITA is expanding the view of the statewide telecommunications network to include a
high-reliability, managed IP-based n